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Active Directory integration

Note: This document refers to RACS 5 v2.1.2 or newer

Introduction

RACS 5 system enables integration with directory services including Active Directory service, which
is a hierarchical database containing information on users, user groups, computers and other
company resources in computer network with Windows servers from Microsoft. Active Directory
service enables to manage user in the network, to define their access to network resources and to
configure computers.

The integration of RACS 5 system with Active Directory (AD) enables:

e VISO operator authentication by means of AD credentials
e Manual synchronisation of RACS 5 user list and AD user list
e Automatic synchronisation of RACS 5 user list and AD user list

The benefit of importing is such that user list in particular organization can be managed from one
location (Active Directory) and modifications of such list can be propagated into RACS 5 access
control system. Based on user’s Organization Unit (OU) in AD an Access User Group with the same
name is created in RACS 5 and the user is assigned to the group. Access User Groups can be
assigned with Authorisations (access rights) in VISO software so the assignment of user to
particular OU in AD will result in assignment of access rights in RACS 5 system.

Note: In RACS 5 system v2.1.2 the method Manual synchronisation of users is no longer available
and its description is included in this note only for customer who operate older versions of RACS 5
system.

Operator authentication

‘Admin’ Operator is created automatically in VISO software as described in ANOO6 application note.
According to AN0O40 application note it is possible to define multiple Operators in VISO software for
management of RACS 5 system and for each Operator the access to various areas of VISO
software can be defined (e.g. user management, access to monitors and maps, etc.)

Operator must enter valid login and password to start VISO software. Credentials can be stored in
RACS 5 database or in Active Directory database. In the second scenario the Operator can use the
same credentials for Windows system and VISO program and passwords for both systems can be
managed from the level of the Active Directory. In order to configure authentication in VISO by
means of Active Directory:

e Create a user in Active Directory domain
e Start VISO program and in the top menu select Administration and then Operators.
e In the opened window select Add to define new Operator or Edit to modify existing Operator.
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e In the next window enter login of the user from Active Directory and select the option Active
Directory Authentication.

Add Operator =] *
Login

Name: QOperator_3 Search

Login: john.smith
Authentication Settings

@ Active Directory Authentication

In-application Authentication
Scope Settings
Scope: Administrator e

Additional information

Email:

Fhone:

Description:

Manual synchronisation of users

Note: Manual synchronisation method is not available in RACS 5 system version 2.1.2 or newer.

Manual AD synchronisation enables to import users from directory service (AD) on request of VISO
Operator. The import concern AD attributes listed in VISO->Tools->Attribute Mappings. It is also
possible to define own mappings as explained further in this note.

Users importing
In order to import users:

e Configure RACS 5 system in regard of Communication Server, database, controllers, Access
Doors, Authorisations, etc. according to ANO0O6 application note.

e Create users in Active Directory domain and organize them in such containers as organization
units (OU) as in example below. Later, during the import it will be possible to select units for
data import.

e Define such details for users as first name, last name and optionally email, phone, address,
description and other.
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A Active Directory Explorer - Sysinternals: www.sysinternals.com [epidemia [YMLE0S741 epidemia.local]] - [m| X
File Edit Favorites Search Compare History Help
LI IE IR
Path: | CM=Mauro Levine,OU=R&D department,OL=HQ, 0l =Company,DC=epidemia,DC =local,epidemia [YMLEDG6741.epidemia.local]
@ Active Directary Explarer || Attribute Syntax Count  Value(s) &
BB epidemia [YMLEOG741.epidemia. local]
T . a accountExpires Integer@ 1 0x7FFFFFFFFFFFFFFF
E)-5i5 DC=epidemia,DC=local
0I5 CN=Buitin @badPasswordT\me Integerd 1 0x0
1-55 CN=Computers abadeanunt Integer 1 a
]:‘ CN=Deleted Objects E =] DirectoryString 1 Mauro Levine
11 OU=Domain Controllers ] codepage Integer 1 0
=3 OU=Company EmunhyCode Integer 1 0
-] ou=Branch_1 @ desaription DirectoryString 1 Management
-] OU=Branch_2 a distinguishedMame DN 1 CN=Mauro Levine, OU=R&D department,OU=HQ,0U=
g OL_.I=HQ Q d5CorePropagationData  GeneralizedTime 3 18.03.2021 13:53:40;158.03.2021 13:52:36;01.01. 16(
i ou=Accountancy [#] giverhame DirectoryString 1 Mauro
E_ OU=IT department @ instanceType Integer 1 4
E‘ E OU=RED deParh'n.ent a\ DirectoryString 1 Gdarsk
H CN=Leslie Stein E lastLogoff IntegerB 1 0x0
Ch=Masha Garland a lzstl ogon Integerd 1 0x0
= OUSalet E\ogonCount Integer 1 a
51 Ou=Warehouse amawl DirectoryString 1 mlevine @company.com
B\ ey a mabile DirectoryString 1 +43 1112322 333
([ CN=Infrastructure 8| name DirectoryString 1 Mauro Levine
]3 CH=Keys a nTSecurityDescriptor MNTSecurityDescriptor 1 D:AI(OA;;RP;4c164200-20c0-11d0-2768-00aa006205
22 CN=LostAndFound @ objectCategory DN 1 CN=Person,CM=Schema,CN=Configuration,DC =epide
177 CN=Managed Service Accounts a objectClass om 4 top;person; organizationalPerson;user
-1 CN=NTDS Quotas [=] cbiectaUID OctetString 1 {92F94044-3529-4B7C-B7AT-DAIBAETAF 290}
]E OU=Pracownicy a objectsid Sid 1 5-1-5-21-3836205826-1539635019-3934647086-2768
1] CN=Program Data E postalCode DirectoryString 1 80-180
£-75 CN=System |=] primaryGroupID Integer 1 513
JD CN=TPM Devices a pwdlastSet IntegerB 1 0x0
Jj CN=Users Q sAMAccountiame DirectoryString 1 mlevine
-, CN=Configuration,DC=epidemia, DC=local a sAMACcoUntType Integer 1 305306353
][;'I CN=5d1err|a,CN=Conﬁguraﬁo.n,DC. =epidemia,DC=local 5 sn DirectoryString 1 Levine ©
= 3 DC-Donarbrezones DC—epideria 0o o< >
CN=Maure Levine, OU=R&D department, 0U=HQ,0U= Company, DC=epidemia, DC=local epidemia [YMLEDG741 . epidemia.local]

e Start VISO program and in the top menu select System and then Import...

Note: The computer with installed VISO software must be logged in Active Directory domain in
order to collect data from this domain. Detailed range of data for collection depends on assigned
AD rights.

e In the opened window select Next, then Active Directory and Next again.
Data Import Wizard

Select data import source

Sources:

Csv file (VISO)

¥ML file (PR Master)
CSV file (PR Master)

Active Directory Service

e In the next window enter domain parameters, click Connect and then select domain and click
Load. Select OU containers on the list in order to import users from these OU containers. If the
option Update User Groups is enabled then users who were imported previously and then
manually moved to other Groups in VISO software now will be updated according to their OU in
AD.
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Data Import Wizard

Define import settings

Domain Parameters Containers

Host Name: 192.168.72.249 [osi= s H Epidemia. local A
551 Encryption: Load

Port: Mame

v [ & company

» . fg Branch_i

Connect 3 . h Branch_2

v @ o

\.epidemia.local > @ & Accountancy

> s g IT department

> s h R&D department
> s g Sales department

> 8@ & warehouse

gropyts

Update User Groups

Cancel

Note: Users will be imported only from selected units and it will be only users directly listed in the
unit. For example if HQ unit is selected but IT department unit is not selected then only users who
are directly listed in HQ unit will be imported while users listed in IT department unit will not be
imported until this unit is selected.

e In the next windows select Next and in the last window select Finish to import users. During
the import only users i.e. objects with attribute sAMAccountType=805306368 are imported
while others as for example printers are omitted.

e In the top menu of VISO software select Configuration and then Access User Groups. If no
groups were earlier created in RACS 5 with the same names as AD units then they will be
created automatically during the import and users will be assigned to them.

e In the bottom select Authorisations tab and then assign previously created Authorisations to
particular group. All Persons belonging to the group will have the same rights to doors and
other objects in the system.

e Optionally select Persons tab, then select particular Person and in the opened window in
Authorisations tab assign individual Authorisations to the Person. In such scenario the Person
will have rights resulting from group it belongs to and additionally own rights.
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Access User Groups

Access User Groups

©Add 2 Edit = SelectAll @ Delete | () Refresh | Report

MNarme Parent Description
Afc
2 | Company
3| HQ_Company
4| IT department_HQ_Company
5
&5

Accountancy HQ_Company
R&D department_HQ_Company HQ_Company

S e o compry oy -

44 44 4 Record Sof 7 ¢ ke kM

Details
Main Authorisations Persons \Visitors Assets
) Add 7 Assign = Select All ¢2 Remove | (5) Refresh  Report

Mame Description

Masha Garland

Mauro Levine

144 44 4 Record 1of3 *»  kH

e In the top menu of VISO software select Configuration and then Access Credentials.

e For the Access Credential of particular Person, in the bottom select Authentications Factors tab
and then Add to define card, PIN or other factor type which will be used for Person
identification at RACS 5 readers. Card number can be read at RUD series administrator reader
connected to computer’s USB port or any other reader installed in the system.

Add Authentication Factor

General

Mame: Authentication Factor2
Type: 40 bit proximity card =

Factor Value

Program Card Read from Reader

Users disabling and removing

Every time users are imported from AD then they will be updated in RACS 5 system. If user
account is disabled in AD then after the import, the Access Credential of corresponding Person in
VISO will also be disabled. If user account is removed from AD then after the import corresponding
Person and Access Credential will be removed from RACS 5 database.
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I Start Page Access Credentials

Access Credentials

@ Add  Edit = SelectAll @ Delete | o Synchronise | . AccessPreview | [§ Clear APB | (&) Refresh | Report

Thre...
Leve

Leslie Stein Inachve

1D Name Type Belongs to Status Valid from Valid to Master E;

4| Mauro Levine Mone Mauro Levine Active MNone Mone 1

Synchronisation with MC16 controllers
After the synchronisation of RACS 5 database with MC16 controllers, Persons with inactive Access
Credentials and deleted Persons lose the possibility of identification on RACS 5 readers.

Such synchronisation in RACS 5 system can be started on request by right clicking Communication
Server and then Synchronise in the navigation tree of VISO software or automatically based on
synchronisation schedule, which can be defined by selection of Schedules command in the
navigation tree of VISO software. Synchronisation schedule is assigned within Communication
Server.

Automatic synchronisation of users

Automatic AD synchronisation enables to import users list from directory service (AD) in the
background with defined frequency. Such synchronisation is ensured by virtual controller from
RogerSVC software package and it requires license on the level of VISO software. Imported users
data (attributes) are the same as in case of previously mentioned manual synchronisation.

Preliminary configuration of RACS 5
In order to conduct preliminary configuration of RACS 5:

e Install VISO software and create database according to ANO06 application note.

e Install RogerSVC software and select not only Communication Server but also License Server
and Virtual Controllers Server. If servers are supposed to be operated on individual computers
then install RogerSVC on each computer selecting required servers.

Note: If License Server and Virtual Controllers Server are supposed to be operated on individual
computers then during installation of Virtual Controllers Server, the License Server must be
deselected. Only in such case it will be possible to indicate external License Server when Virtual
Controllers Server is configured.

e When RogerSVC is launched then its icon is displayed in Windows tray. Click the icon Q The
RogerSVC icon in tray can also be launched from Windows menu Start-> Roger-> RogerSVC.

07:30
02.09.2021
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e In the RogerSVC window select Database Connection tile and then Configuration to indicate
previously created RACS 5 database. Return to the main window.

RogersSVC (2.0.1.24716)

Database Connection

Settings

e In the RogerSVC window select Communication Server, click Configuration, enter IP address of
the computer with the server installed e.g. 192.168.11.13 and define port (8890 by default).

e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.

e Connect RUD-6-LKY hardware key to USB port of computer with License Server installed or
connect RLK-1 hardware key to LAN and enter its IP address.

e In the RogerSVC window select License Server tile, click Configuration, enter IP address of the
computer with the server installed e.g. 192.168.11.13 and define port (8891 by default).

e Select Load license file and indicate purchased license file for the hardware key.

e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.

7/13

roger



ANO021 Active Directory integration Rev.C.doc

Log as

® @ ‘ ’, Local system
Start Stop

Reszr Version
2.0.8.34602

Configuration

License Server Address
192, 168.11.13:8891

License Key
RUD-6-LKY

License Management

Load Remove Open
Product License type  State
= @ viso Enterprise  Valid

2025-08-05

Configuration

Configuration

Hardware key
0 Connected

In the RogerSVC window select Virtual Controllers Server tile, click Configuration, enter IP

address of the computer with the server installed (e.g. 192.168.11.13) and define port (8895

by default).

If contrary to previously presented configuration steps, the License Server is installed on a

computer with exemplary 192.168.11.23 address while Virtual Controllers Server is installed on
computer with exemplary 192.168.11.13 address then it is possible to indicate external License

Server for virtual controllers as below.

Log as

@ @ { b ] Local system
Start Stop

Restant Version
2.0.8.34745

Configuration
General | Advanced

Virtual Controllers Server Address
192,168.11.13:85895

License Server Address
192.168.11.23:8891

Security Mode

Transport security with TLS 1.2

Virtual Controllers

MName

Galaxy Dimension (HONEYWELL) controller
Asset Tracking Controller

Kone Access (KONE) controller

KCEGC (KONE) controller

CompassFlus (OTIS) controller

Port Technology (SCHINDLER) controller
POS controller

RKD32 Controller

ZSRK controller

Configuration

Configuration

Configuration

Settings
Settings
Settings
Settings
Settings
Settings
Settings
Settings
Settings
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e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.

e Start VISO software, in the top menu select System, then Select License Server and indicate
previously defined License Server from RogerSVC software in order to start the VISO program
in licensed version.

Connection and import

Note: If the integration with Active Directory is applied along with the integration with fire alarm
systems (it concerns OPC integration i.e. Bosch. Schrack Seconet and Esser Honeywell fire panels)
then it might be necessary to install OPC Core Components 3.0 Redistributable (x86 or x64) drivers
and to add following entry in setttings.config file which is by default located in C:\Program
Files\ROGER\RogerSVC.

<add key="OpcLabs.EasyOpc.Internal.OpcPSBoxing.EnableOpcCorePSBoxer" value="false"/>

In order to configure virtual controller:

e In the opened window enter parameters of Communication Server previously configured in
RogerSVC program and close the window with OK button. It is recommended to apply TLS 1.2
mode to encrypt the communication.

Add Communication Server I *

General
Mame: Communication Server 1
IP Address: 192.158.11,13 Q,  Discovery
Port: 8330
Security Mode: Transport security with TLS 1.2 w
Serwver ID:
Synchronisation Schedule: | {none) oo
Description:

Test “ Cancel

e In the navigation tree right click Virtual Controllers Server and select Add Server. In the
opened window enter parameters of Virtual Controllers Server previously configured in
RogerSVC program and click OK. It is recommended to apply TLS 1.2 mode to encrypt the
communication.

e In the navigation tree right click the server and select Add Virtual Controller. In the section
Other Systems select Directory Service Controller. If the controller is not on the list then most
probably there is license error on the level of VISO software or RogerSVC software. Close the
window with OK button.

e In the navigation tree double click Directory Service Controller and in the opened window select
Add.

e In the opened window define parameters for connection with Active Directory service.
Automatic synchronisation interval can be defined in range from 1 minute to 24 hours. Close
the window with OK button.
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Add Directory Service =] >
General

Disable

Marne: Ds_1

Description:

Synchronisation Interval: 10 min w

Parameters

Host Name: 192.168.22.299

S5L Encryption:

Paort: 389 o
Login: roger

Password: LI

Test

e In the bottom select Containers tab and then Add.

e In the opened window click Select in order to choose organizational type (OU) container in
particular domain. If previously created Access User Group is selected in the window then
imported users will be assigned to the group. If no group is selected then it will be created
automatically during import and its name will be based on the name of selected organizational
units.

If the option Groups not Updated is enabled then users who were manually moved to other
groups by VISO Operator after synchronisation, will not be moved back to their original groups
after the next synchronisations. In other words actions of VISO operator will not
overwritten/reverted.

If the option Move Deleted Persons is enabled then users deleted in Active Directory will not be
deleted in VISO during synchronisation but they will be moved to the group indicated with the
option Deleted Persons Group. Close the window with OK button.
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Add Container & >
Container

Disable:

Damain; epidemia.local v [ Select ]

Mame RE&D department

Distinguished Mame  OU=R&D department,OU=HQ,0U=Company,DC=epidemia,DC =local

Group

User Group:  Select Group or it will be created automatically WM
Groups not updated:

Person Deleting

Move Deleted Persons:

Deleted Persons Group: R

QK Cancel

e Define more containers within the same directory service and if needed define more directory
services with their containers in other domains.

e In the top select Import in order to start importing of users or wait till users are imported
automatically according to Synchronisation Interval (every 10 minutes by default). During the
import only users i.e. objects with attribute sAMAccountType=805306368 are imported while
others as for example printers are omitted.

e Similarly as in case of manual AD synchronisation, assign Authorisations on the level of Access
User Groups and Persons as well as define Authentication Factors (e.g. cards) on the level of
Access Credentials belonging to Persons.

Note: It is not recommended to apply automatic synchronisation and previously described manual
synchronisation as it may result in conflicts. In case of automatic synchronisations users can be
imported on request by selection of Import button in the window of directory services.

Users disabling and removing

In case of automatic synchronisation, users disabling and removing functions in the same way as in
case of previously mentioned manual synchronisation. Users who are removed in AD will be
removed in RACS 5 and users who are disabled in AD will be disabled in RACS 5.

Synchronisation with MC16 controllers

In case of automatic synchronisation, the synchronisation with MC16 controllers functions in the
same way as in case of previously mentioned manual synchronisation. Controllers can be
configured on request or automatically based on schedule which is configured by selection of
Schedules in the navigation tree of VISO software.

Attribute mappings

It is possible to map attributes in VISO software i.e. define what user data is imported from AD to
VISO software and where it is saved. Mappings are defined after selection of Tools-> Attribute
Mappings in the top menu of VISO software. The list of predefined mappings includes:

e Name (name)

e First name (givenname)
e Last name (sn)

e Description (description)
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e Email address (mail)
e Phone number (telephonenumber)
e Address (streetaddress)

e City (I)
e Postal code (postalcode)
e Job (title)

e Department (department)

e Supervisor (manager)

e Access Credential deactivation (useraccountcontrol)
e Access Credential validity (accountexpires)

It is possible to edit these mappings and define own ones. Mappings can target not only built-in
Person fields in VISO such as for example first or last name but it is also possible to define custom
fields by selection of Tools-> Person Custom Fields in the top menu of VISO software and then
define mapping which will import user parameter from AD to such Person Custom Field. When
Person Custom Field is defined then it is visible in the tab Custom Fields.

Edit Access User Person (] *

General

ID: G

“ MName: Garland Masha

o
FirstMame:  Masha

LastMame:  Garland

Group: Mone R4
Department:  None wooX #
Job: Nane v X 0
Supervisor: {none) oo

Contact Information | Additional Options =~ Remote Management = Private Data Protection = Description|  Custom Fields

Custom Fields aren't defined. Click to go to Custom Fields definition.

oK Cancel
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Contact:

Roger sp. z o0.0. sp.k.
82-400 Sztum
Gosciszewo 59

Tel.: +48 55 272 0132
Fax: +48 55 272 0133
Tech. support: +48 55 267 0126

E-mail: support@roger.pl
Web: www.roger.pl
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