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Roger Access Control System 5v2
Application note no 057

Document version: Rev. A

Polon 4000 and 6000 (POLON-
ALFA) integration

Note: This document refers to RACS 5 v2.0.8 or higher

Introduction

RACS 5 system enables software integration with fire alarm panels of 4000 series and 6000 series
from POLON-ALFA company. The integration enables to:

e Monitor and locate states from fire alarm system using Maps and Monitors in association with
CCTV system. It concerns such states as:
- fire alarms
- activation/deactivation of inputs and outputs (e.g. smoke vents)
- failures
e Keep maintenance log based on Event Log and possibly using Notes.

The integration is mainly dedicated to be used with VISO SMS system which enables monitoring
and visualization of various security systems as explained in ANO55 application note. Fire alarm
cancelling, resetting, etc must be performed from the level of the fire panel. It is also necessary to
apply valid license in the VISO EX software.

Preliminary configuration of RACS 5

In order to conduct preliminary configuration of RACS 5:

¢ Install VISO software and create database according to ANOO6 application note.

e Install RogerSVC software and select not only Communication Server but also License Server
and Virtual Controllers Server. If servers are supposed to be operated on individual computers
then install RogerSVC on each computer selecting required servers.

Note: If License Server and Virtual Controllers Server are supposed to be operated on individual
computers then during installation of Virtual Controllers Server, the License Server must be
deselected. Only in such case it will be possible to indicate external License Server when Virtual
Controllers Server is configured.

1,
i

e When RogerSVC is launched then its icon is displayed in Windows tray. Click the icon *FJ The
RogerSVC icon in tray can also be launched from Windows menu Start ->Roger-> RogerSVC.
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e In the RogerSVC window select Database Connection tile and then Configuration to indicate
previously created RACS 5 database. Return to the main window.

RogersSVC (2.0.1.24716)

H
virtual Controllers Server

License Server

Settings

e In the RogerSVC window select Communication Server, click Configuration, enter IP address of
the computer with the server installed e.g. 192.168.11.13 and define port (8890 by default).

e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.

e Connect RUD-6-LKY hardware key to USB port of computer with License Server installed or
connect RLK-1 hardware key to LAN and enter its IP address.

e In the RogerSVC window select License Server tile, click Configuration, enter IP address of the
computer with the server installed e.g. 192.168.11.13 and define port (8891 by default).

e Select Load license file and indicate purchased license file for the hardware key.

e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.
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Log as

® @ ‘ ’, Local system
Start Stop

Reszr Version
2.0.8.34602

Configuration

License Server Address
192, 168.11.13:8891

Configuration

License Key
RUD-6-LKY

Configuration

License Management

Load Remove Open Refresh
Product License type  State Hardware key
= 0 VISO Enterprise Valid 0 Connected

e In the RogerSVC window select Virtual Controllers Server tile, click Configuration, enter IP
address of the computer with the server installed (e.g. 192.168.11.13) and define port (8895
by default).

e If contrary to previously presented configuration steps, the License Server is installed on a
computer with exemplary 192.168.11.23 address while Virtual Controllers Server is installed on
computer with exemplary 192.168.11.13 address then it is possible to indicate external License
Server for virtual controllers as below.

Log as

@ @ { b ] Local system
Start Stop

Restant Version
2.0.8.34745

Configuration

General | Advanced

Virtual Controllers Server Address
192,168.11.13:85895

Configuration

License Server Address
192.168.11.23:8891

Configuration

Security Mode

Transport security with TLS 1.2
Configuration
Virtual Controllers

MName

Galaxy Dimension (HONEYWELL) controller Settings
Asset Tracking Controller Settings
Kone Access (KONE) controller Settings
KCEGC (KONE) controller Settings
CompassFlus (OTIS) controller Settings
Port Technology (SCHINDLER) controller Settings
POS controller Settings
RKD32 Controller Settings
ZSREK controller Settings
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e Select Start and return to the main window. The server will be started and operated in the
background whenever the computer is switched on even if RogerSVC window is closed.

e Start VISO software, in the top menu select System, then Select License Server and indicate
previously defined License Server from RogerSVC software in order to start the VISO program
in licensed version.

Fire alarm system configuration

Configure the fire alarm system with Polon 4000/6000 panels according to manufacturer manuals
and guidelines.

Polon 4000 fire panel
Configure the fire panel and then save settings in XML file for further use in the integration.

& Polon 4000 System Control Panels Configuration - O X

File Configuration Memory readout  Settings Language Help

Open

Save
Save XML

Exit

Disconnected EONTROL PAMNEL POLOMN 4100

In order to prepare the panel for integration:

e Log in to the panel using account with level 4 privileges.

e Select MAIN MENU > SYSTEM CONFIGURATION > HARDWARE DECLARATION > SERIAL PORT
DECLARATION.

e Configure the RS232 port as type 2: POLON MONITORING - PMC 4000.

e Connect Polon 4000 fire panel directly to RS232 port of the computer with Virtual Controllers
Server installed (RogerSVC software) or via Ethernet using MOXA Nport 5110 converter.

MOXA NPort 5110 converter

It is possible to monitor the Polon 4000 fire panel using the MOXA NPort 5110 serial port server.
The NPort device receives data in RS232 format and then further transmits via the Ethernet
network to the server where NPort Windows Driver Manager software is installed. The Virtual
Controllers Server from the RogerSVC software package should also be installed on the same
computer.

In order to configure the converter:

e Connect the converter to computer network and log in via web browser entering factory default
IP address and default login: admin as well as default password: moxa.
e Configure the converter as below.
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MO/
4 Main Menu Serial Settings
-~ overview
~{_] Basic Settings Port 01
-~ Metwork Settings Port alias |||
=3 serial Settings Serial Parameters
Baud rate 9600 ~|
H{] Operating Settings Data bits 8w
{11 Accessible IP Settings Stap bits 1 Vl
H{ ] Auto Wamning Settings parity Nono "l
[]g ’C“::::; Password (Ao EeTiee RTSICTS v‘
(0 Load Factory Default FIFO ® Enable () Disable
{1 Save/Restart [nterface R5-232 Only
MO2X A
=4 Main Menu Operating Settings
(0 Overview
{:I Basic Settings Port 01
(] Network Settings Operation mode Real COM Mode v| l
E‘a Serial Settings TCP alive check time 7 |(U - 99 min)
“(] Port 1 Max connection EI
E'a Operating Settings Ignore jammed 1P No Yes
B : Allow driver control No Yes
rraccibla 1D Sattinnc

e On the computer with Virtual Controllers Server (RogerSVC) download and install drivers and
NPort Windows Driver Manager software from www.moxa.com.

Windows Driver Manager (Windows 11 and Server 2022 and later, WHQL certified)

Windows Driver Manager (Windows 7 to 10 and Windows Server 2008 R2 to 2019, WHQL certified)

e After installation and starting NPort Windows Driver Manager detect NPort converter and map
virtual COM port for communication. This COM port will be further indicated for the
communication with fire panel.

% NPort Windows Driver Ma nager — ] x

File COM Mapping Configuration  Yiew Help

:
Exit ] Add

Mo | COMPat 7 [ Address | [ ]

| Apply Undo | S

Total COM Port - 0
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http://www.moxa.com/
https://www.moxa.com/getmedia/7254d662-b73b-4905-81cf-5e4b53a0af2d/moxa-windows-driver-manager-windows-11-and-server-2022-and-later-whql-certified-driver-v4.1.zip
https://www.moxa.com/getmedia/c89ec89a-8b23-4379-9952-5c43716efa9d/moxa-windows-driver-manager-v3.5-windows-7-to-10-and-windows-server-2008-r2-to-2019-whql-certified-driver-v3.5.zip
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"Add NPort

& Select From List —
I~ Mapping IPvE COM Port | Seach | sekcta Cloat]

| NPV [P Tiaarma W [ Thanea Laaa_oa

| Searching X |

Searching for NPort... [~ Mapping IPv6

Found 0 NPort(s). remain timeout = 4 second(s)
No | Model | Mac1 | Address 1 | MAC 2 | Address 2

MAC dddress |——————

? Help « OK | X Cancel |

Add MPort X

f* Select From List
I~ Mapping |P+6 COM Port Search Select Al Clear Al

i~ Input Manually
Real COM | Redundant COM | Reverse Real COM I

First bMapping Port

NPort IP dddress | Data Part 550

[~ Enable Auto IP Report Command Port ISEE—
el | TotalPots [

? Help | | o 0K I X Cancel |

Polon 6000 fire panel
In order to prepare the panel for integration:

e Log in to the panel using account with level 4 privileges.
e Select Menu > PSO Configuration > Network settings and then define network settings of the
fire panel.
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Mlevelds M1

Numer moduiu Touch screen Ustawlenla Monitoring
PSO callbration Jasnoscl settings
ekranu

N E e

Printer Network Firmware U;:)isv:lnr:lla
settings settinas P!

¥ ©

Service mode System
Shut down

Network settings

IP address
192.1681.233

Network mask

255.255.255.0 I

Brama domysina

Select Menu > PSO Configuration > Monitoring settings and define monitoring settings.
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Monitoring configuration

e Connect the fire panel to Ethernet network where server with installed Virtual Controllers
Server (RogerSVCQC) is available.

Note: Restart the panel after enabling Modbus TCP connection.

Connection with fire alarm system
In order to configure virtual controller:

e If Communication Server is not already configured in VISO software then in the navigation tree
of VISO software right click Networks command and select Add Communication Server.

e In the opened window enter parameters of Communication Server previously configured in
RogerSVC program and close the window with OK button. It is recommended to apply TLS 1.2
mode to encrypt the communication.

Add Communication Server & *

| General

Mame: Communication Server1

IP Address: 192.168.11.13 Q, Discovery
Port: 8so0 &
Security Mode: Transport security with TLS 1.2 w
Server ID:

Synchronisation Schedule:  {none) oK
Description:

Test CK Cancel

e In the navigation tree right click Virtual Controllers Server and select Add Server. In the
opened window enter parameters of Virtual Controllers Server previously configured in
RogerSVC program and click OK. It is recommended to apply TLS 1.2 mode to encrypt the
communication.

e In the navigation tree right click the server and select Add Virtual Controller. In the section Fire
Alarm Systems select Polon 4000 (POLON ALFA) controller or Polon 6000 (POLON ALFA)
controller depending on installed fire panel. If the controller is not on the list then most
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probably there is license error on the level of VISO software or RogerSVC software. Close the
window with OK button.

e In the navigation tree double click respectively Polon 4000 controller or Polon 6000 controller
and in the opened window select Add.

e In case of Polon 4000 panel in the opened window enter parameters for the connection with
the panel including COM serial port and baud rate as well as indicate previously exported XML
file. Verify the connection with Test button.

Add Panel | e
General
Mame: Polon 4000 Panel_1

Description:

Settings

Serial Port:  COM1 Test

Baud Rate: 9800 o

Files Path:

In case of Polon 6000 panel in the opened window enter parameters for the connection with
the panel including IP address and port (502 by default). Port 21 (ftp) is also used for
communication with the panel. Verify the connection with Test button.

Add Panel = >
General
Mame: Polon 6000 Panel_1

Description:

Settings
IP Address: Test

Panel Port: 502 O

e Select Initialize and then Run in the opened window to download such objects as zones
(groups), inputs (e.g. detectors) and outputs (e.g. sirens) defined in the fire panel.

Note: Every modification of fire panel configuration requires the initialization in VISO software and
in case of Polon 4000 additionally it is necessary to export new configuration to XML file and then
to indicate new file in VISO software.

Application of the integration

The integration mainly facilitates maintenance and monitoring of fire alarm system especially in
regard of alarms. It is mainly applied in VISO SMS system which is used to monitor and visualize
security systems in buildings. Fire panel objects such as detectors can be placed on Maps. More
information on this subject is given in ANO55 application note.
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Contact:

Roger sp. z o0.0. sp.k.
82-400 Sztum
Gosciszewo 59

Tel.: +48 55 272 0132
Fax: +48 55 272 0133
Tech. support: +48 55 267 0126
E-mail: support@roger.pl
Web: www.roger.pl
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