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Local and Global Commands

Note: This document refers to RACS 5 v1.6.6 or higher

Introduction
Local Commands enable to start:

e Less typical functions as a result of user identification at a terminal
e Multiple functions at the same time as a result of user identification at a terminal
e Various functions at various objects as a result of Global Command activation

Global Commands enable to start groups of functions on the level of the whole system and not only
within single controller. Global Commands are executed by communication service which is part of
RogerSVC software. In practical applications a Global Command can be used for emergency door
unlocking (as explained in AN044 application note) or multiple Alarm Zones arming/disarming (as
explained in AN027 application note). Global commands can be started by:

e Schedule according to Operator defined time
e Action on event registered in the system
e Remotely by VISO software Operator

Global commands on the other hand can generate actions in the system based on:

¢ Remote Commands
e Local Commands

In the further part of this note it is assumed that basic configuration in regard of database,
services, access controllers and typical logical objects as Access Doors and Access Points is already
completed. Quick start guide for RACS 5 system is available in ANOO6 application note.

Local Commands

Local Commands for particular functions are defined on the level of such objects of a MC16
controller as Mainboard, Access Door, Access Point, Access Zone, Alarm Zone and Automation
Node. The list of available functions depends on the object where the command is defined e.g.
arming and disarming functions are available only on the level of Alarm Zone.

In order to define exemplary Local Command on the level of Access Point:

e In the navigation tree of VISO software within particular access controller double click Access
Points.

e In the opened window for already created Access Point in the bottom select Local Commands
tab and then Add.

e In the next window select to create a command.
e In the opened window name the command and close the window with OK button.
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Add Local Command * Add Local Command
General General

Mame: C1_Local Command1 Y= Kot W N El C1 | ocal Command 1 H

Description:
=L - Function: [151]: Grant Door Access with Mormal Lock Pulse (detailed) n
Parameter: :C1 Door_1
» arametel [2] g _ n

Register event:

Additional Options

iy scece: (S 1

Multifunction: | | Authorisation Options
User authentication required:
Events oint required:
Register event when command is used: [l sation for Object required: | |

Autherisation for Function Parameter required: 1l

e Assign exemplary function [151]: Grant Door Access with Normal Lock Pulse (detailed) to the
command. Define Authorisation Options in order to define the scope of Authorisations which
are required by user to start the command at Access Point (reader). The minimal scope is User
authentication required which means that command can be started by user who is defined in
the system. If no option is enabled then the command can be started by any Authentication
Factor (e.g. card, PIN). Close the window with OK button.

e In the bottom select Authentication Options tab and then Edit. In the tab of particular option
e.g. Normal Authentication select Local Command as Action Type and then assign your Local
Command. Close the window with OK button.

Authentication Options

Mormal Authentication Spedal Authentication Double Authentication Card Inserted into Holder L

Action Type: Local Command n
Action: C1_local Command1 n

e Synchronise settings, for instance by right clicking Networks command in the navigation tree of
VISO software.

Described above assignment of Local Command within Authentications Options shows how to
define the possibility of Local Command starting by user identification with Authentication Factor
(card, PIN, etc.) at Access Point (reader). In practical application such assignment is rarely used
and it rather concerns functions which cannot be directly selected within Authentication Options of
particular Access Points. However the Local Command can include multiple functions and in such
scenario its starting at Access Point can generate multiple actions in the system at once.

In order to define multifunction Local Command which can for example be used for access granting
and at the same time switch Automation Node to control lighting in the room:
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e As before, on the level of Access Point define Local Command with the function [151] but now
enable Multifunction option and set the limit to 2. Enable also the option Authorisation for
Object required so individual Authorisations for functions included in the command could be
later specified.

Add Local Command

Add Local Command

General

MName: C1_Local Command2

Description:

General

Local Command: el Koty iyt e :
Function: [151]: Grant Door Access with Mormal Lock Pulse (detailed) n

Parameter: [2]: €1 _Door_1 n

Register event:

Authorisation Options

Authorisation for Access Point required: | |

Authorisation for Object reguired:

Authorisation for Function Parameter required: | ]

e In the navigation tree of VISO software within particular access controller double click
Automation Nodes.
e In the opened window select Add, name the node and close the window with OK button.

Add Automation Node
General

Group: {none)
cerpodsorter: | A

Description:

Triggering Options

Default Time:

Default Delay:

Activation Extending:
Additional Options

Events

¢ In the bottom select Outputs tab and then Add to specify relay which will be activated by node
to switch light on.

e In the opened window select to indicate the output e.g. REL1 relay of MC16 controller and
then close the window with OK button.

e In the opened window select the function [021]: Node Status so the output would reflect status
of the node.
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Add Output

General

Mame: C1_000_REL1

Description:

Add Output

General

ing Options

L Hl Set output OM for unlimited time

Object

Mame: MC16 v1.6_192.168.21.161 0_REL1

Device:

Comment: Modulation Options

Type: None (steady)

Type:
IP Address:
RS Address:

Additional Options

e For the same node in the bottom select Local Commands tab and for previously created
multifunction command select the function [161]: Set Node ON Instantly. Enable also the
option Authorisation for Object required so individual Authorisations for functions included in
the command could be later specified.

Add Local Command

€1_Local Command2 + |
Function: [161]: Set Mode OM Instanty

Register event:
Authorisation Options

Authorisation for Access Point required:

Authorisation for Object required:

Authorisation for Function Parameter reguired:

e Assign the command within Authentication Options of particular Access Point.
e Synchronise settings, for instance by right clicking Networks command in the navigation tree of
VISO software.
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Authentication Options

Spedial Authentication  Double Authentication  Card Inserted into Holder s

Normal Authentication

Local Command :
Action: C1_Local Command2 n

Action Type:

Authorisation Options

Interactive Options

Conclusively both functions can be started at the Access Point by user identification (card, PIN,
etc.) if such user is assigned with proper Authorisations. It is possible to assign the user only with
Authorisation for single function included in the command. In such case each Normal
Authentication will start both functions of the command but only the function for which the user is
authorised will be actually executed i.e. only access granting or only node (light) switching on.

Basic Authorisation or Advanced Authorisations can be defined for both functions of the Local
Command. In order to define Basic Authorisations:

e In the navigation tree of VISO software expand Authorisation and double click Basic
Authorisations.

e In the opened window select Add to define both Authorisation one after another. Both
Authorisations can be limited in time by means of schedules which can be specified by selection
of Schedules in the navigation tree of VISO software and then defining General Purpose
Maintained type schedules.

Add Basic Authorisation

General

Enabled:

e 7
sctaton Tne: [ N £

oy ne: [T £

Description:

Allowed Objects

Add Basic Authorisation

General

Enabled:

e 7
pctvaton Tie: [ £

Dotimeeg ]

Expiry Time:

Description:

| e =

L1 | [3]:CiDoor_i oUT | Always

Always

e Assign Authorisations to user e.g. by means of Add Person Online wizard which is available
after selection of Wizards in the top menu of VISO software.
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Global Commands

Global Commands enable to start groups of functions on the level of the whole system and not only
within single controller. They can be started by schedule, event or remotely and they can trigger
Local and/or Remote Commands.

Global Commands are executed by communication service which is part of RogerSVC software.

Commands triggered by schedules

Schedule triggered command is started automatically by system at certain time. Schedule is
defined weekly and is repeated every week but it is possible to define exceptions for certain days.
It means that Global Command can be started for example every Monday but if exception are
applied then it could be limited to the first Monday of each month.

In order to define exemplary schedule triggered Global Command:

e In the navigation tree of VISO software define Local Commands in the same way as previously
so they could be used within Global Command. This time do not enable any Authorisation
Options.

Edit Local Command

General

Local Command: C1_Local Command2 H
Function: [161]: Set Mode OM Instantly n

Register event:

Authorisation Options
User authenticatio
Authorisation for
Authorisation for Object required: | |

Authorisation for Function Parameter required: [l

e In the navigation tree of VISO software double click Global Commands.

e In the opened window select Add, name the command and close the window with OK button.

e In the bottom select Remote Commands tab and define commands which will be triggered by
the Global Command. In case of this method Additional Options are irrelevant.
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Add Remote Command

General

oo [ £
Object name: C1 _Door_1 :
Function: [121]: Set Emergency Door Unlocked Made :

Additional Options
Register event:
Authorisation for Object required: [ |

Authorisation for Function Parameter required: | ]

e Then select Local Commands tab and assign Local Commands which will be triggered by the
Global Command.

e In the navigation tree of VISO software double click Schedules.

e In the opened window select Add, name the schedule, select Global Command type and close
the window with OK button.

Add Schedule
General

Mame: Schedule_command_1
Type: Global Command n

Description:

Details

valid from:

Valid to:

e In the bottom select Week Days and then Edit.

e In the opened window right click within particular day and then select Add Event.

e In the next window define your time and select particular Global Command. Close both
windows with OK button.
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.IJSE CTRL key + left mouse button + DRAG to copy selected time range or use CTRL key + right mouse button +DRAG to copy or move Day Details
selected time range.
Runat =

Monday Tuesday ‘Wednesday Thursday Friday Saturday Sunday

Edit X
R EH 9:00 AM
10:00 5 Global Command1

esC jon:

10:00

Time Scale: [RETH

e Synchronise settings, for instance by right clicking Networks command in the navigation tree of
VISO software.

In order to limit the schedule to certain dates in a year instead of periodic weekly repeating, select
Exceptions tab in the bottom. Exceptions are defined by selection of date, period or calendar which
is list of dates defined by selection of Calendars in the navigation tree of VISO software. On
selected dates, the schedule functions as defined by exceptions.

Commands triggered by events

Event triggered command is started when certain event is registered in the system. Predefined
events and administrator defined events can be used for commands. In RACS 5 it is also possible
to define the method to generate events. The selection of event type and action which can be
Global command triggering is available after selection of Event Log in the top menu of VISO
software and then Event Types.

Configuration examples for Global commands triggered by events are given in AN027 and AN044
application notes where they are used for global arming and disarming of Alarm Zones and for
global emergency door unlocking.

Commands triggered remotely

Global commands can be started by system Operator from the navigation tree of VISO software. It
is also possible for Operator to start individual Remote commands from tree or map. The benefit of
using Global commands is such that multiple Remote commands and Local commands which are
included in the Global command can be started at once.
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"= Navigation Tree View

4 Eﬁ System
b ol Access Users
» E Access Credentials
Card Box
Calendars
» @ Schedules
b p Authorisations
» @ Authentication Polides
3 Izl Authentication Factor Types
4 ’E Global Commands
3 ’E [1] Global Command1
3 ’E [2] Global Command2
@ Perimeter Zones
[,I_U] Fingerprint Readers
4 ljg,:, Metworks
E Virtual Controllers

Remote command can be started by system Operator if such Operator is assigned with proper
Authorisation(s). This is defined by association of Operator with Access Person whose Access
Credential is assigned with adequate Authorisations for functions and objects. More information of
Operator Authorisations is given in AN040 application note. In case of Remote command which is
included in Global command it is also possible to enable its starting only by Operators with proper
Authorisations. In such case options which are shown below must be enabled when Remote
command is defined for Global command.

Add Remote Command

General

e [
ocrane: N
e T S
Additional Options

Register event:

Authorisation for Object required:

Authorisation for Function Parameter required:
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